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BIS243 – Organisational Security 
DURATION 
 
Reading Time: 10 minutes 
Writing Time: 180 minutes 
 
INSTRUCTIONS TO CANDIDATES 
Section A:  Long Essay                Marks: 10 Time allocated: 40 minutes 
Section B:  Short Answers                       Marks: 40 Time allocated: 140 minutes 
 
EXAM CONDITIONS 
You may begin writing from the commencement of the examination session.  The reading time indicated above is 
provided as a guide only. 
This is a CLOSED BOOK examination 
No calculators are permitted 
No handwritten notes are permitted 
No dictionaries are permitted 
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Long Answer Questions – Answer all questions 
Total No of Marks for this Section:  10 
 
This section should be answered in the Answer Booklet provided. 




A student programmer decided to write a virus program. Such programs usually spread automatically by making 
copies of themselves onto other users’ media (like flash drives). The student wrote a program that caused the 
computer to ignore every fifth command entered by user. The student took his program to the university 
computing LAN (Local Area Network) and installed it on one of the computers. Before long, the virus had spread 
to hundreds of users. 
What is your opinion about the student’s action of infecting hundreds of user’s flash drive. 
       (Marks: 2) 




Explain the spheres of managing security and how the different levels of controls help to manage the information 
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Section B 
Sort Answer Questions – Answer any Ten (10) questions 
Total No of Marks for this Section:  40 
 
This section should be answered in the Answer Booklet provided. 




Describe how the various types of firewalls interact with network traffic at various levels of OSI model. 
Explain your answer with a neat diagram. 
(Marks: 4) 
Question 2 
Explain any the differences between a policy, a standard and a practice with examples 
(Marks: 4) 
Question 3 
Explain two scenarios how to determine the use of Business Continuity (BC) plan, Disaster Recovery Plan 
(DR) and Incident Response Plan (IR). 
(Marks: 4) 
Question 4 




Explain residual risk with the help of examples (minimum 3). 
(Marks: 4) 
Question 6 
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Question 7 
Explain the fundamental difference between symmetric and asymmetric encryption with one example 




How does physical access control differ from logical access control? Explain with one example 
(Marks: 4) 
Question 9 
What three elements must be present for a fire to ignite and continue to burn? How do fire suppression 




List and describe the options for placing the information security function within the organisation. 












How are static filtering firewalls being different from dynamic filtering firewalls? Which is perceived to 
offer improved security. 
(Marks: 4) 
! End! 
